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Problem : Infeasible !

↳ Requires a new key for every message.
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DinnerParty Model

* Alice & Bob meet at a party (No shared setup ! (

* Short public messages (Everyone can listen(

* Alice & Bob communicate secretly
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ExchangeProtocol

* Alice & Bob send public messages

* After interacting ,
each outputs some ke*

O Functionality Alice & Bob agree
on key

② Secrecy · Eve learns nothing about k

-

↓ polynomial-time algs A ,

A cannot distinguish K from random

even given transcript of messages

Is Key Exchange Possible ??



Announcements
* HW9 optional for 4820

↳ bonus point based on completion

* Final Exam

↳ May 13

↳ Cumulative

↳See upcoming Ed post for details

* Recitation : Saturday 1-2p (on Crypto

* Review Session :

Fri
,
May 9

6 - 9p in Phillips 101
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Two hidden keys cannot be combined correctly.
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One-wayFunction : Modular Exponentiation

Computef(x) = g
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Modulus large prime p
.

Inversion Discrete Log Problem.
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Given ye 50 .
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find x s .
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(mod p) = Y.

Injecture Discrete Log & P
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Dflic - Hellman

* Allows for key agreement

a ab Call mod p)(I-I] 9
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SubtleIssue : "Proof" of security does NOT

reduce Discrete Log to breaking DH
.

Assumption .

Decisional Diffie-Hellman
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Pic- Key Cryptography

* Alice publishes her Public Key

* Anyone can send secure message to Alice

#t ph = (g ,

A = ga)
c

= (g, A ·

m &
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Pl Katie 1-Zephyr
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Dec(< ; ph) = ((gb(2)" · (Ab · m) = m

El Ganal Encryption


